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The rapid evolution of disruptive technologies has resulted in significant upheaval across various
industries, including financial services. This research aims to characterize the most widespread dis-
ruptive technologies in the financial services sector that are gaining popularity and becoming familiar to
us in our everyday life, and describe the challenges and concerns of their usage. The particular focus
is made on such disruptive technologies as blockchain, artificial intelligence (Al) and machine learning
(ML) applications, big data analytics, and some of emerging technologies: quantum computing, the
Internet of Things (IoT), and biometric authentication. By examining each technology’s possible usage
options and implementation specifics, as well as its overall advantages and drawbacks, this study
aims to identify their potential disruptive effects on the financial services. The research offers valuable
insights into the transformative power of these technologies and their implications for different financial
operations such as financial reports, data and market analysis, banking transactions, trading, insur-
ance, risk assessment and others. It also analyzes the impact of them on security and privacy, cus-
tomer experience and overall operational efficiency within the financial services industry. Furthermore,
it addresses the opportunities and challenges associated with the adoption and integration of these dis-
ruptive technologies. Understanding of all the findings of this paper’s research is expected to provide
important and useful insights on the complexities introduced by disruptive technologies advancements
in the finance industries sector, as these complexities must be measured and strategically operated
to ensure that each disruptive technology used harness the benefits while mitigating potential risks.
Thus, we hope that this comprehensive analysis can equip people interested in the usage of disruptive
technologies in the financial sector with the necessary needed basic knowledge to navigate the rapidly
changing landscape of this technological innovation.
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CmpimMKul po38UMOK MPOPUBHUX MeXHO/OaIU Npu3si8 A0 3HaYHUX MOMPSICIHb Y PI3HUX 2a1y35X,
BK/IKOYaKOHU (hiHaHCOBI noc/1y2u. Lie doc/ioxeHHs Mae Ha Memi oxapakmepusysamu HalnowupeHiwi
MPOPUBHI MexHosoeli' y cekmopi ¢hiHaHCOBUX MOC/ye, SiKi Habysaromb MOMy/IIPHOCMI Ma cmaromb
3BUYHUMU 07151 HAC y MOBCSKOEHHOMY XXUMIMI, & MaKoX orucamu BUK/IUKU ma. rpobsieMu, rnos'sa3aHi
3 ix BukopucmaHHam. Ocobsiuy ysazy rpudi/ieHo MakuM MPOPUBHUM MEXHO/OISIM, SiK B/I0KYelH,
dodamku wmy4Hoz2o iHmesiekmy (LUI) ma MawuHHo20 Has4aHHs1 (ML), aHa/limuka 8e/IUKUX 0aHUX,
a Makox OesiKuM HOBUM MEXHO/ORISIM: KBaHMOBUM 0BYUC/IEHHSM, IHmMepHemy peyeli ma 6iome-
mpuyHiti asmeHmucbikayii. Busyarouu MOX/IUBI BapiaHMUu BUKOPUCMAaHHST KOXHOI mexHo/02ii ma
ocobsugocmi i BPoBAOKEHHS, & MakKoX i 3aea/ibHi Mepesa2u ma HeoosliKu, ye OOC/TIOKEHHST Mae
Ha Memi BU3Ha4YuUMu Ix mpaHcghopmayitiHy cuny ma rnomeryitiHul snius Ha chiHaHcosi onepauil,
maki siK hiHaHCoBI 38imu, aHasli3 0aHUX i PUHKIB, 6aHKIBCLKI oriepayji, mopeaigns, cmpaxysaHHs, OUiHKa
pu3ukis mowjo. lNpoaHasiiz08aHo B/ MPOPUBHUX MEXHO/I02IU Ha 6e3reKy | KOHghIOeHYIUHICMb, K/Ti-
€eHmebKuli 0ocsio | 3aeasibHy onepayiliHy echekmusHicmb y cebepi GhiHaHCoBUX rocsiye. Po3yMiHHS
pe3y/ibmamig 0aHo20 A0C/TIOXEHHST MOXe 3abe3redumu /iodel, 3ayikasneHux y BUKOpUCMAaHHI npo-
PUBHUX mexHosioaeil y ¢hiHaHCOBOMY CeKMOpI, HEOBXIOHUMU 6a308UMU 3HAHHAMU W00 UMOBIPHUX
riepcrieKmus ma Ck/1adHouis.

KnrouoBi cnoBa: chiHaHCOBI nocsyau, MpopusHi mexHosoeii, 6/okyeliH, wmyyHul iHmesekm,
MaWUHHEe HagyaHHs, aHasi3 0aHUX, KBaHMOBI 064YUC/IEHHS, iIHmepHem peyell, iomempuyHa asmeH-
mucpikayjsi.

Introduction. There are few key issues regarding
the implementation of disruptive technologies
into the financial sector. First and the most important,
as many people consider, is the security and privacy
concern. For example, though big data analytics
offer valuable insights from massive datasets, such
extensive use of customers personal data raises
crucial data privacy and security concerns [6]. Similar
vulnerabilities have a place in other technologies as
well. The introduction of new technologies can also
have not the best impact on day-to-day operations, as
it is not that easy to implement new technologies into
the already existing systems, — financial institutions
must develop strategies to minimize downtime and
ensure business continuity during the integration
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process [5]. It is also important to note that new
automation can generate unwanted regulatory
concerns or issues, as it must comply with existing
regulatory frameworks [12]. The list of all the possible
problems arising from the disruptive technologies’
integration can be expanded.

Analysis of recent research and problem
definition. The impact of the disruptive technologies
into the financial sector is more and more discussed
among the financial specialists. There are a lot
of researches conducted on this topic, such as
“Disruptive Technology in Banking and Finance.
An International Perspective on FinTech” edited by
Timothy King, Francesco Saverio Stentella Lopes,
Abhishek Srivastav and Jonathan Williams [10].
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Article of Rudy Shoushany [13] and the research
of Chang, Baudier, Zhang, Xu, and Arami [4] show
how the blockchain disruptive technology can affect
finance industry. Paul Tierno described the specifics
of Artificial Intelligence and Machine Learning in
Financial Services in his work [15]. Other authors also
analyzed impacts of different disruptive technologies
on the finance sector in their research. Though, the
summarized, easily explained and understandable
overall analysis of all the most widespread disruptive
technologies was not presented in any of the works
we've examined. Thus, we've decided to provide a
collective analysis of the most popular nowadays
disruptive technologies in this paper, to make it easier
to understand, compare and weight their impact on
the financial sector.

The purpose of the article. This study aims
to identify and analyze the potential disruptive
effects of emerging technologies by examining the
transformative effects of these technologies on
traditional banking operations, the enhancement
of customer experiences, and the emergence of
new security and regulatory challenges. Overall,
the research seeks to provide a comprehensive
understanding of the opportunities and risks
associated with the adoption of disruptive technologies
in the financial sector.

The results of research. Despite the slower
rate of adoption of new technologies in banking
and financial services when compared to other
industries, financial institutions are attempting to
accelerate their incorporation of artificial intelligence,
blockchain, and related technologies to benefit
customers, maintain competitiveness, and improve
business outcomes. Though, the implementation of
the disruptive technologies has many challenges for
the financial sector. To understand all the nuances,
it is better to analyze each of the recent biggest
technology trends.

Blockchain: In essence, blockchain may be
defined as a distributed ledger or list of data records
of transactions, which may involve any kind of value,
including money, goods, property, or votes. Speaking
a bit simpler, blockchain is a list of transactions
that can involve any kind of value. The blockchain
is shared in a decentralized network of computers,
based on advanced cryptography and can be either
public or private [3, p. 5390].

1. Blockchain technology has the potential to
significantly transform the way financial services are
delivered. The main effects of it include improved
personalized customer services based on the
specific needs of everyone; saving of time and
money for the companies: faster transactions and
lower operational costs; such viable advantages as
better transparency and the number of transactions
which can be handled efficiently [13]. The use of
blockchain technology enables the acceleration of
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payments and transfers of value. It also facilitates
the transfer of asset ownership, such as investments.
It exemplifies the potential to integrate financial
systems, infrastructure and forms of value while
ensuring global interoperability. Blockchain also
offers more decentralized and distributed networks
as alternatives to the current financial services
landscape. Thus, it is totally understandable why this
technology became one of the biggest interests for
many financial institutions.

At the same time, the significant challenges
associated with blockchain, including scalability,
security, privacy, latency, and energy consumption,
have yet to be fully addressed. As the volume of
transactionsincreases, blockchain systems encounter
difficulties in terms of scalability. This is due to the
limited capacity of blocks and the prioritization of
transactions with higher fees, which results in delays
for smaller transactions. It has been demonstrated
that blockchain-based systems are susceptible to a
range of security threats. Notable incidents include
the theft of bitcoins from platforms such as
Mt. Gox and Bitfinex, which resulted in significant
financial losses. Despite the ability of blockchain to
generate multiple addresses to protect user identities,
it is unable to prevent the leakage of transaction
information since all transaction details are public.
Cybercrime in this technology is really a great threat,
unfortunately. Legal landscape in this field still needs
loads of improvements as well. In addition, it is
evident that the reliance of blockchain on substantial
computing power, particularly in systems utilizing
proof-of-work consensus mechanisms, results in a
significant energy consumption [4].

As we can see, despite the advantages of such
technology, it is important to consider all the possible
risks and difficulties in its implementation.

2. Artificial Intelligence (Al) and Machine Learning
(ML) Applications are becoming increasingly
prevalent in the field of finance. These technologies
enable the analysis of a vast amount of data, the
detection of patterns, and the generation of intelligent
predictions.

Al is the term for a range of technologies that
help computers learn and reason. Earlier versions
of Al were programmed by humans using rules and
content, needed specific commands and responses.
Nowadays, most current applications of Al are ML,
and that is why the terms are therefore synonymous.
Unlike earlier Al, ML is meant to be adaptable: it
attempts to provide computers with the ability to learn
and change without the need for reprogramming,
which could be beneficial in many contexts [15, p. 2].

In the financial sector, the application of artificial
intelligence (Al) and machine learning (ML) can
facilitate the automation and enhancement of decision-
making processes. Using these technologies,
institutions can perform comprehensively accurate
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and fast risk assessments, underwriting and credit
scoring. Al algorithms can be advantaged in trading
strategies, assets management and so on. If we talk
about other significant roles of Al in the finance sector,
it is crucial to mention that regulatory technology can
also be aided by AI/ML, as it makes easier for the
financial institutions to control the unauthorized and
illicit financial activities. Considering Al-powered
chatbots and virtual assistants, these technologies
are useful in providing 24/7 services and personalized
recommendations [15, p. 5-12].

However, as this disruptive technology is
constantly changing, a number of legislative and
regulatory framework and policy issues must be
addressed. Policymakers are paying more attention
to AI/ML in finance, but few changes have been
made yet. As in most of the disruptive technologies,
Data-related Policy and Risk issues are one of the
biggestin thistechnology. The other important concern
about the AI/ML is the possibility of bias — providing
the same service to different people differently.
While AI/ML may remove bias by eliminating
discrimination, some believe it may introduce or
exacerbate it [15, p. 13-23].

3. Big Data Analytics: The modern financial
services industry relies on big data and analytics.
New data-driven services can boost revenues, cut
costs, and improve efficiency, making the industry
more competitive. Security can also be improved,
leading to better, safer services for customers.

Big Data is a large set of data that is rather
structured into the database, or unstructured data like
a number of documents/emails/etc. There can also
be such type of Big Data set as the semi-structured
one, which is usually structured simply by tags and
markers [14].

Big Data technologies have many benefits for the
businesses in the financial industry. First, it helps
in noticing trends and predicting outcomes, thus
improving the decision-making processes. Credit
scores and risks, transactions, market trends and
many other tasks are improved by using the Big Data
Analytics. And, of course, it reduces costs by such
an automation of number of tasks, and levels up the
efficiency. No doubt, competitive advantages of such
technologies are in the understanding of the market,
customers, and risks. Such insights help to make
better investments and lending decisions in business.
If looking from the customer service perspective,
Big Data technologies help to provide personalized
banking services by adapting services to the
persons’ recent activities and behavior, as well as
perform customer segmentation for better analysis
and care [6].

As in the previous technologies characterized,
the Big Data challenges facing the finance industry
also include data security and privacy ones, and the
regulatory requirements. The unique issue for this

disruptive technology is definitely the Data silos,
as lots of data stored in different systems can be
difficult to analyze and can lead to incomplete and
inconsistent data analytics results.

4. Emerging Technologies: There are many new
disruptive technologies arising and becoming more
and more used in the financial sector in the recent
years. Among them we can focus on the next ones:

4.1. Quantum Computing is the new powerful
computing technology which is prognosed to
be a lot more efficient than the nowadays computing
systems and become a game-changer in the
operation of many industries. Though the market
of such machines is still quite small and available
only in the research laboratories now, it is just a
question of time when will a “race” for their massive
development begin.

That is more than obvious that financial
institutions are believed to be able to achieve great
results by using such complex mechanisms to
increase optimization and prediction and reduce
risks. According to the studies performed in this
field, the benefits of quantum computers from
which the financial industry can benefit are trade
optimization, fraud detection, anti-money laundering,
security improvements, risks assessment, complex
probabilistic algorithms creation and other related
tasks. Talking about this technology, the accuracy
level is also needed to be noted: financial trends
predicted by quantum computers are a lot clearer but
still not 100% accurate.

The risks of this disruptive technology are as
impressive as its advantages, unfortunately. Quantum
computers can break the banking protection systems’
encryption algorithms, so they are not safe for usage
until this encryption problems are secured. And,
considering the speed of the technological progress,
all the financial institutions should already start
planning and doing transition to the quantum-safe
encryption [8; 11].

4.2. The Internet of Things (IoT) is one of the most
powerful disruptive technologies which uses physical
world information to create new services, improving
companies’ operational efficiency and overall
productivity [2]. This technology suggests numerous
advantages and opportunities for every industrial
sector, and the finance one is not an exception.

Talking about the specific areas where the Internet
of Things technologies can offer value, we can
mention next ones [9]:

— Customer services can be enhanced. For
example, one of the most “famous” improvements
due to the advent of IoT technologies were
Radio Frequency lIdentification (RFID) and Near
Field Communications (NFC), which led to a
transformation in the realm of electronic payments.

— Location-aware  services can facilitate
enhancements to the safety, security, and efficiency
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of existing services. As a great example, in the
context of mobile banking transactions, the user’s
location can be leveraged as a means of detecting
potential fraud.

— The concept of usage-based insurance
products is now considered as an IoT technology that
can transform the insurance industry. In this context,
some car insurers already have begun to collect
data about driving behavior of their clients in order
to adjust their insurance rates and conditions with
the risk level associated with each individual driver’s
driving patterns.

— The merge of healthcare services and financial
sector ones is also being actively discussed in the
concept of 10T technologies usage to optimize their
services, considering the health status and needs of
the consumer.

Of course, it is necessary to address several
challenges of Internet of Things (loT)-based
financial technology (FinTech). As the technology
uses great amount of customers’ data, privacy
and data protection is one of the primary concerns
here. Connected with the previous one, the issue of
cybersecurity is also a significant challenge for the
IoT. The technical difficulties of 10T implementations
also still have place, as to integrate IoT and financial
services, it is needed to collect and combine different
datasets from different systems. It is also reported that
network teams often forget to update the operating
system (OS) and software on 10T devices, especially
when there are many in use. At the business level,
financial institutions and 10T service providers still do
not have proven business models. Not to forget, there

are not so many specialists who can deal with 10T
technologies and help in developing, implementing,
operating, and marketing loT-based financial services
for the sector [2; 9; 16].

4.3.Studies have shown that Biometric
Authentication is the best way to protect and secure
data. These measures use unique characteristics of
people that cannot be repeated between two people
to identify them accurately and effectively [1].

This technology has gained huge popularity in
the financial sector services. For instance, we all
know that facial recognition and fingerprints are now
used in every bank to gain access to the clients’
accounts in the mobile banking apps, authorize
payments, or withdraw money at ATMs — it is all now
fast and easy to do. Voice recognition, iris scanning,
and many other technological inventions are also
gaining popularity in the Biometric Authentication
field. Such technologies improve customer services
significantly and save costs for the businesses as
there is no need to perform many of the processes
manually.

However, while there seem to be many advantages,
Biometric Authentication has its drawbacks that
must be addressed as well.

First, such technologies are not always 100%
correct and can't fully replace real people. If a
fingerprint scanner doesn't read a person's fingerprint
right due to even simple dust/dirt/etc. or any other
obstacle, customer might not be able to access the
needed service. Facial recognition also does not work
ideally: facial expressions, makeup, glasses, lightning
conditions, and other changing circumstances can

Table 1

Challenges and Concerns of Disruptive Technologies in Finance

Associated Risks

of contracts.

Technology Values | Benefits and Concerns
Transparency, security, and decentralization; traceability; faster
Blockchain transactions; lower operational costs; automatization and enforcement

Artificial Intelligence
and Machine Learning
Applications

- Accurate and fast risk assessments, underwriting and credit scoring.
- Trading strategies and execution speed, optimizing returns.
- Personalized services and improved customer experience.

- Risk management.

Big Data Analytics - Market analysis.

- Insights, trends, and predicted outcomes generation.

Data Security
Privacy Concerns

Quantum Computing
- Risk assessment.

- Personalized services. Regulatory
- Financial modeling and optimization. Compliance
Ethical

- Fraud detection, anti-money laundering.

Considerations

- Real-time data collection.
- Operational efficiency

The Intemet of Things |_ Customer services enhancement.

Systemic Risks

(IoT) - Location-aware services.

- Usage-based products.
Biometric - Accessibility of financial services.
Authentication - Stronger security.

technologies - Theft and fraud prevention.

Source: compiled by authors
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affect the biometric technology accuracy and fail its
process.

We should again note that many people are
concerned about the safety of their personal sensitive
information and organizations must implement many
technologies to protect such biometric data from
breaches, keep this valuable information safe, use
encryption, secure storage, and strict access controls.
Spoofing and impersonation attacks are a great
danger for financial systems, as attackers may try
to fool the system by using fake fingerprints, photos,
or voice recordings to impersonate legitimate users.
This also leads to some regulatory requirements,
laws, and regulations [7].

Considering the analysis that was made, we've
distinguished the main characteristics of every
disruptive technology discussed in this paper and
summarized them in the Table 1.

Conclusion. The various disruptive technologies
discussed in this paper possess their own values and
advantages, providing the financial industry sector
with new, efficient tools and making it easier for the
common people to use different finance services.
However, the drawbacks and risks to be concerned
about are not smaller than the positive impact.
Nevertheless, it is essential to note that specialists
in this field are all the time working on improving the
mechanisms to provide safety and prevent different
issues that may arise. Based on this analysis, it can
be concluded that such innovations are worth the
risks and have a lot of great opportunities.

REFERENCES:

1. Alkaseasbeh, M. M., Shammout, B. R., &
Algurran, T. A. K. (2024). Biometric Authentication In
Fintech And Its Role In Increasing Security Of Financial
Services. Retrieved from https://migrationletters.com/
index.php/ml/article/view/7356

2. Allioui, H., Mourdi Y. (2023). Exploring the Full
Potentials of 10T for Better Financial Growth and Sta-
bility: A Comprehensive Survey. Sensors (Basel).
Retrieved from https://www.ncbi.nlm.nih.gov/pmc/arti-
cles/PMC10574902/

3. Beck, R. & Miller-Bloch, C. (2017). Blockchain
as Radical Innovation: A Framework for Engaging
with Distributed Ledgers as Incumbent Organization.
Retrieved from https://scholarspace.manoa.hawaii.edu/
items/14088472-a360-4f49-bbb4-1818a6998b0c

4. Chang V., Baudier P., Zhang H., Xu Q., Zhang J.,
Arami M. (2020) How Blockchain can impact
financial services — The overview, challenges
and recommendations from expert interviewees.
Technol Forecast Soc Change. Retrieved from

https://iwww.ncbi.nIm.nih.gov/pmc/articles/PMC7306205

5. Deloitte  Analysis (2024). Disruptive digital
technologies in the financial services industry. Retrieved
from https://www2.deloitte.com/us/en/pages/financial-
services/articles/disruptive-digital-technologies-in-the-
financial-services-industry.html

6. Dutta, Subhasish (2024). Big Data in Finance:
Benefits, Use Cases, & Examples. Turing. Retrieved
from https://www.turing.com/resources/big-data-in-
finance#what-are-the-big-data-challenges-facing-the-
banking-and-finance-industry

7. FasterCapital LLC-FZ. Challenges And Concerns
With Biometric Authentication In Payment Transac-
tions. Retrieved from https://fastercapital.com/topics/
challenges-and-concerns-with-biometric-authentication-
in-payment-transactions.htm|

8. Hollebeek, Timothy (2023). The Positive And
The Negative Impacts Of Quantum Computers On The
Finance Sector. Retrieved from https://www.digicert.com/
blog/impact-of-quantum-computers-on-the-finance-sector

9. INNOV-ACTS (2017). Disrupting Financial
Services With 1loT Technologies. Retrieved from
https://innov-acts.com/disrupting-financial-services-with-
iot-technologies/

10. King, Timothy, Stentella Lopes, Francesco Save-
rio, Abhishek, Srivastav & Williams, Jonathan (2021).
Disruptive Technology in Banking and Finance. Palgrave
Studies in Financial Services Technology. Palgrave Mac-
millan. Retrieved from https://econpapers.repec.org/
bookchap/palpsinst/978-3-030-81835-7.htm

11. Nomura International plc (2019). What will be
the role of quantum computing in the future of finan-
ce? Retrieved from https://www.nomuraconnects.com/
focused-thinking-posts/what-will-be-the-role-of-qua-
ntum-computing-in-the-future-of-finance/

12. OECD/KDI (2021). Case Studies on the
Regulatory Challenges Raised by Innovation and the
Regulatory Responses, OECD Publishing, Paris. DOI:
https://doi.org/10.1787/8fa190b5-en.

13. Shoushany, Rudy (2023). How Fintech And
Blockchain Are Evolving And Disrupting Financial
Institutions. Retrieved from https://www.forbes.com/
sites/forbestechcouncil/2023/01/31/how-fintech-and-
blockchain-are-evolving-and-disrupting-financial-
institutions/?sh=6¢c6h130e5483a

14. Starburst Data, Inc. (2023). Unstructured Data.
Data Glossary. Retrieved from https://www.starburst.io/
data-glossary/unstructured-data/

15. Tierno, Paul (2024). Artificial Intelligence and
Machine Learning in Financial Services. Retrieved from
https://www.everycrsreport.com/files/2024-04-03_R479
97_0Obdeddacfe0f25d13dae50b7¢ch1080e5ceeed299.pdf

16. ZPE Systems, Inc. (2023). loT in Finance
Industry and Security Challenges. Retrieved from
https://zpesystems.com/iot-in-finance-industry-and-
security-challenges-zs-2/

269




